
CSE 410/565: Computer Security

Instructor: Dr. Ziming Zhao



Last Class

● User-chosen secrets for authentication

○ Text-based password

○ Picture gesture authentication



Entity Authentication

● Identification mechanisms are often divided into 3 types based on how 

the identity evidence is gathered

○ user knows a secret

■ examples include passwords, personal identification numbers (PINs), secret keys, mother’s 

maiden name, etc.

○ user possesses a token

■ these are normally hardware tokens such as magnetic-striped cards or custom-designed 

devices for time-variant passwords

○ user has a physical attribute

■ characteristics inherent to the user such as biometrics, handwritten signatures, keystroke 

dynamics, facial and hand geometries, voice, etc. 



Remote Authentication
● Now assume we want to use passwords for remote authentication

○ will it work?

● Passwords observed on the network are trivially susceptible to replay

○ initially remote login and file transfer programs, such as telnet, 

communicated passwords in the clear

○ now encryption is used (ssh, scp, etc.)

● Authentication based on time-invariant passwords is therefore a weak 

form of authentication

○ this form of authentication is nevertheless the most common

● A natural way to improve security is to use one-time passwords 



One-Time Passwords
● In authentication based on one-time passwords each password is used 

only once

● Such authentication can be realized in the following ways:

○ the user and the system initially agree on a sequence of passwords

■ simple solution but requires maintenance of the shared list

○ the user updates her password with each instance of the authentication 

protocol

■ e.g., the user might send the new password encrypted under a key derived from the current 

password

■ this method crucially relies on the correct communication of the new password to the system



One-Time Passwords

● Leslie Lamport, 1984

2013 Turing Award: For fundamental 
contributions to the theory and practice of 
distributed and concurrent systems, notably 
the invention of concepts such as causality 
and logical clocks, safety and liveness, 
replicated state machines, and sequential 
consistency. 



One-Time Passwords

● One-time password authentication mechanisms (cont.)

○ the new password is derived with each instance of the authentication 

protocol using a one-way hash function

■ the system based on hash chains is called S/Key and is due to Lamport

■ a user begins with secret k and produces a sequence of values                                                              

k, h(k), h(h(k) ), . . ., ht(k)

■ password for ith identification session is pi = ht−i (k)

■ The server is given ht(k) by the user

■ when user authenticates (i + 1) st time with pi+1, the server checks whether h(pi+1) = pi

■ if h is infeasible to invert, this convinces the server that the user is legitimate 



One-Time Passwords
● Example of S/Key

○ suppose t = 5

○ at setup stage

■ user chooses k and computes h(k), h(h(k)), h3(k), h4(k), h5(k)

■ uses gives h5(k) to the verifier

○ during authentication

■ at session 1: 

■ at session 2:

■ at session 5:



Entity Authentication
● An even stronger form of authentication is one where the user 

doesn’t have to send the secret to the verifier

○ ideally you want to convince the verifier without leaking information 

about your secret

○ such solutions exist and often involve the verifier sending a random 

challenge to the claimant

○ the claimant uses the challenge and the secret to compute the response

○ anyone who monitors the channel, cannot deduce information about 

the secret



Challenge-Response Techniques
● The goal of challenge-response techniques is to

○ use a single secret for authentication

○ provide evidence of the secret without leaking information about it

○ proving possession of a secret without leaking information about it is 

called a zero-knowledge proof of knowledge

● Challenge-response protocols can be built

○ from simple cryptographic primitives (e.g, MACs and signature schemes)

○ from scratch (Schnorr, Okamoto, and Guillou-Quisquater schemes)



Challenge-Response Techniques
● The basic form of such protocols is normally as follows:

○ suppose Alice is authenticating to Bob

○ Alice has a secret s and Bob has a verification value v

○ Bob sends to Alice a challenge c (chosen or computed anew)

○ Alice computes a response r = f(s, c) and sends it to Bob

○ Bob verifies r using c and v

● Building a secure challenge-response protocol is non-trivial

○ must be secure against active adversaries

■ parallel session attack

■ man-in-the-middle attack



Token-Based Authentication
● Authentication based on what you possess can be done using different types 

of tokens

○ memory cards

■ data is passively stored on a medium

■ a card reader can retrieve information stored on the card

■ e.g., magnetic stripe credit cards, ATM cards, hotel keys

■ memory cards provide a limited level of security (i.e., card contents 

can be read by any reader and copied to another card)

■ memory cards are often combined with a password or PIN

■ using memory cards with computers requires special reader



Token-Based Authentication
● Types of authentication tokens (cont.)

○ smart cards
■ such cards have a built-in microprocessor, programmable read-only 

memory and random-access memory (RAM)

■ they can engage in different types of authentication protocols including 

challenge-response

■ such tokens can also be used to generate dynamic passwords
● each minute the device generates a new password

● the device and the verifier must be synchronized

■ tamper-resistance of such tokens must be addressed
● it’s been shown in the past that key material can be recovered with 

relatively inexpensive equipment



Token-Based Authentication
● Types of authentication tokens (cont.)

○ USB dongle

■ USB tokens can also be used for authentication

■ they can store static data as well as code

● recent dongles also include non-volatile memory

■ no additional hardware such a special-purpose reader is necessary

■ USB dongles are commonly used for copy protection of copyrighted 

material

■ dongle products often don’t provide enough security to be used in 

rigid security requirement environments 



Authentication with Shared Secret



Authentication with Shared Secret



Authentication with Public Key



GSM 2G Authentication



Fake Base Station



Fake Base Station

$1500 from underground marketplace in 2013
Send out fake/spoofed SMS with phishing links



Fake Base Station



Mutual Authentication with Shared Secret



Reflection Attack



Reflection Attack

Lesson learned: 
● Don’t have Alice and Bob do exactly the same thing 

○ Different keys 

○ Different Challenges 

● The initiator should be the first to prove its identity 
● Assumption: initiator is more likely to be the bad guy 



Mutual Authentication with Shared Secret



Using Formal Methods to Verify a Protocol

Proverif
● The facts in ProVerif describe 

what the attackers knows.
● The rules in ProVerif describe 

how the attacker can learn new 
facts…
○ ... including learning new facts 

by using the protocol.

● The tool then tries to apply all 
the rules to learn a secret.



Fast Identity Online (FIDO)

● The FIDO protocol suite 
aims at allowing users to 
log in to remote services 
with a local and trusted 
authenticator

● With FIDO, relying services 
do not need to store 
user-chosen secrets or 
their hashes, which 
eliminates a major attack 
surface for e-business



Fast Identity Online (FIDO)

● No secrets on the Server 
side

● Biometric Data (if used) 
never leaves device



Fast Identity Online (FIDO)



Fast Identity Online (FIDO)



Fast Identity Online (FIDO)



Fast Identity Online (FIDO)

● FIDO authenticator Registration:
○ A user wishes to log in to remote services using a device that has a certified 

UAF authenticator, e.g., fingerprint sensor. The authenticator has a trusted 
attestation key (either RSA or ECDSA). 

○ The user logs in to a relying party, such as a banking website, using her 
original credentials, e.g., text-based password. The authenticator records her 
fingerprint, generates an authentication key for this website, signs the public 
part of the new key with the attestation key, and sends it to the website. 

○ The website links the user’s online profile with the authentication key if it is 
valid. As a result, the trust between the relying party and the authenticator is 
established and the procedure of authenticator registration is completed. 

● In subsequent login attempts (the authentication procedure), the user only needs 
to prove her identity to the local authenticator, upon the success of which the 
website and the authenticator will run a challenge-response protocol with the 
authentication key



Fast Identity Online (FIDO)



Fast Identity Online (FIDO)



Fast Identity Online (FIDO)

Registration



Fast Identity Online (FIDO)

Authentication



Modeling FIDO using ProVerif

● Formalization
○ Complex description of the protocol  
○ Ambiguous and implicit security properties
○ Unclear security assumptions and threat model

● Modeling
○ Encode expression with applied π calculus
○ Different threat models

● UAFVerif
○ Automatically change the threat model
○ Identify minimal assumptions



Modeling FIDO using ProVerif

● Protocol process  ~900LoC
○ Unbounded number of entities + unbounded sessions
○ Different threat models

● Security assumptions and security properties
○ Finding a bug of ProVerif 1.98 when analyzing authentication goals in 

our threat model (fixed in ProVerif 2.01)
○ Modeling unlinkability with observational equivalence

● UAFVerif ~500LoC
○ Automatically generate and analyze 400,000+ scenarios under 

different assumptions.
○ Automatically identify minimal assumptions
○ More than 80 hours analyzing



Modeling FIDO using ProVerif

Verification results



Findings

● KHAccesstoken mechanism is futile 
○ Attackers can easily compute the token and impersonate ASM
○ Attackers can intercept token and impersonate ASM

● Registration process is more vulnerable than authentication 
○ Over 100,000 authenticators share the same attestation key and ID
○ No trust between ASM and authenticator before registration

● UAF meets unlinkability property
○ Any two relying parties cannot link the conversation to one user

● UAF prevents phishing attack 
○ From malicious Relying party
○ From malicious User agent


