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Today’s Agenda

1. Return-oriented Programing 



History of ROP

● This technique was first introduced in 2005 to work around 64-bit 
architectures that require parameters to be passed using registers (the 
“borrowed chunks” technique, by Krahmer)

● In CCS 2007, the most general ROP technique was proposed in “The 
Geometry of Innocent Flesh on the Bone: Return-into-libc without Function 
Calls (on the x86)”, by Hovav Shacham



“In any sufficiently large body of x86 executable code there will exist sufficiently many useful code 
sequences that an attacker who controls the stack will be able, by means of the return-into-libc 
techniques we introduce, to cause the exploited program to undertake arbitrary computation.”







(32-bit) Return to functions with one argument?
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(32 bit) Return to multiple functions?
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Finding: We can return to a chain of unlimited number of functions



ROP

Chain chunks of code (gadgets; not functions; no function prologue and 
epilogue) in the memory together to accomplish the intended objective. 

The gadgets are not stored in contiguous memory, but they all end with 
a RET instruction or JMP instruction.

The way to chain they together is similar to chaining functions with no 
arguments. So, the attacker needs to control the stack, but does not 
need the stack to be executable.



RET?



Are there really many ROP Gadgets?

X86 ISA is dense and variable length



ROPGadget

1. Git clone https://github.com/JonathanSalwan/ROPgadget on your 
box or VM.

2. Install captone (sudo pip install capstone or sudo pip3 install 
capstone)

3. Python or python3 ./ROPgadget.py --binary binaryname

https://github.com/JonathanSalwan/ROPgadget


ROP

● Automated tools to find gadgets
○ Pwntools
○ ROPgadget
○ Ropper

● Automated tools to build ROP chain
○ ROPgadget

● Pwntools



ret2libc: code/overflowret4 32-bit (./or4nxnc)

int vulfoo()
{
  char buf[30];

  gets(buf);
  return 0;
}

int main(int argc, char *argv[])
{
  vulfoo();
  printf("I pity the fool!\n");  
}

Use “echo 0 | sudo tee /proc/sys/kernel/randomize_va_space” on 
Ubuntu to disable ASLR temporarily   



000011ed <vulfoo>:
    11ed:f3 0f 1e fb          endbr32 
    11f1: 55                   push   %ebp
    11f2: 89 e5                mov    %esp,%ebp
    11f4: 53                   push   %ebx
    11f5: 83 ec 34             sub    $0x34,%esp
    11f8: e8 64 00 00 00       call   1261 <__x86.get_pc_thunk.ax>
    11fd: 05 d7 2d 00 00       add    $0x2dd7,%eax
    1202:83 ec 0c             sub    $0xc,%esp
    1205:8d 55 d0             lea    -0x30(%ebp),%edx
    1208:52                   push   %edx
    1209:89 c3                mov    %eax,%ebx
    120b:e8 70 fe ff ff       call   1080 <gets@plt>
    1210:83 c4 10             add    $0x10,%esp
    1213:b8 00 00 00 00       mov    $0x0,%eax
    1218:8b 5d fc             mov    -0x4(%ebp),%ebx
    121b:c9                   leave  
    121c: c3                   ret    

system_arg1

exit

RET = system

Saved %ebp

buf

0x30 = 48 
bytes

%ebp

ret2libc: code/overflowret4 32-bit (./or4nxnc)



0000000000001169 <vulfoo>:
    1169: f3 0f 1e fa          endbr64 
    116d: 55                   push   %rbp
    116e: 48 89 e5             mov    %rsp,%rbp
    1171: 48 83 ec 30          sub    $0x30,%rsp
    1175: 48 8d 45 d0          lea    -0x30(%rbp),%rax
    1179: 48 89 c7             mov    %rax,%rdi
    117c: b8 00 00 00 00       mov    $0x0,%eax
    1181: e8 ea fe ff ff       callq  1070 <gets@plt>
    1186: b8 00 00 00 00       mov    $0x0,%eax
    118b: c9                   leaveq 
    118c: c3                   retq   

...

...

RET

Saved %rbp

buf

0x30 = 48 
bytes
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ret2libc: code/overflowret4 64-bit (./or464nxnc)



amd64 Linux Calling Convention

Caller
● Use registers to pass arguments to callee. Register order 

(1st, 2nd, 3rd, 4th, 5th, 6th, etc.) %rdi, %rsi, %rdx, %rcx, 
%r8, %r9, ... (use stack for more arguments)



code/ret2libc64 64-bit

FILE* fp = 0;

int vulfoo()
{

char buf[4];
fp = fopen("exploit", "r");
if (!fp)

exit(0);
  

fread(buf, 1, 100, fp);
return 0;}

int main(int argc, char *argv[])
{

vulfoo();
return 0;}



0000000000401176 <vulfoo>:
  401176: f3 0f 1e fa          endbr64 
  40117a: 55                   push   %rbp
  40117b: 48 89 e5             mov    %rsp,%rbp
  40117e: 48 83 ec 10          sub    $0x10,%rsp
  401182: 48 8d 35 7b 0e 00 00 lea    0xe7b(%rip),%rsi      
  401189: 48 8d 3d 76 0e 00 00 lea    0xe76(%rip),%rdi      
  401190: e8 db fe ff ff       callq  401070 <fopen@plt>
  401195: 48 89 05 ac 2e 00 00 mov    %rax,0x2eac(%rip)        
  40119c: 48 8b 05 a5 2e 00 00 mov    0x2ea5(%rip),%rax        
  4011a3: 48 85 c0             test   %rax,%rax
  4011a6: 75 0a                jne    4011b2 <vulfoo+0x3c>
  4011a8: bf 00 00 00 00       mov    $0x0,%edi
  4011ad: e8 ce fe ff ff       callq  401080 <exit@plt>
  4011b2: 48 8b 15 8f 2e 00 00 mov    0x2e8f(%rip),%rdx        
  4011b9: 48 8d 45 fc          lea    -0x4(%rbp),%rax
  4011bd: 48 89 d1             mov    %rdx,%rcx
  4011c0: ba 64 00 00 00       mov    $0x64,%edx
  4011c5: be 01 00 00 00       mov    $0x1,%esi
  4011ca: 48 89 c7             mov    %rax,%rdi
  4011cd: e8 8e fe ff ff       callq  401060 <fread@plt>
  4011d2: b8 00 00 00 00       mov    $0x0,%eax
  4011d7: c9                   leaveq 
  4011d8: c3                   retq   

Addr of system

Addr of “/bin/sh”

Addr “Pop rdi; ret;”

Saved %rbp

buf
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code/ret2libc64 64-bit



Addr of “nop; ret”

Addr of “/bin/sh”

Addr “Pop rdi; ret;”

Saved %rbp

buf
0x4 = 4 bytes

%rsp

code/ret2libc64 64-bit

Addr of system
0000000000401176 <vulfoo>:
  401176: f3 0f 1e fa          endbr64 
  40117a: 55                   push   %rbp
  40117b: 48 89 e5             mov    %rsp,%rbp
  40117e: 48 83 ec 10          sub    $0x10,%rsp
  401182: 48 8d 35 7b 0e 00 00 lea    0xe7b(%rip),%rsi      
  401189: 48 8d 3d 76 0e 00 00 lea    0xe76(%rip),%rdi      
  401190: e8 db fe ff ff       callq  401070 <fopen@plt>
  401195: 48 89 05 ac 2e 00 00 mov    %rax,0x2eac(%rip)        
  40119c: 48 8b 05 a5 2e 00 00 mov    0x2ea5(%rip),%rax        
  4011a3: 48 85 c0             test   %rax,%rax
  4011a6: 75 0a                jne    4011b2 <vulfoo+0x3c>
  4011a8: bf 00 00 00 00       mov    $0x0,%edi
  4011ad: e8 ce fe ff ff       callq  401080 <exit@plt>
  4011b2: 48 8b 15 8f 2e 00 00 mov    0x2e8f(%rip),%rdx        
  4011b9: 48 8d 45 fc          lea    -0x4(%rbp),%rax
  4011bd: 48 89 d1             mov    %rdx,%rcx
  4011c0: ba 64 00 00 00       mov    $0x64,%edx
  4011c5: be 01 00 00 00       mov    $0x1,%esi
  4011ca: 48 89 c7             mov    %rax,%rdi
  4011cd: e8 8e fe ff ff       callq  401060 <fread@plt>
  4011d2: b8 00 00 00 00       mov    $0x0,%eax
  4011d7: c9                   leaveq 
  4011d8: c3                   retq   



ROPGadget

● Automated tools to build ROP chain
○ ROPgadget


