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Homework – 9


Hands-on Tasks. Do the following tasks on your computer or the provided virtual machine.

[15 points] Task 1: Develop a program to calculate the minimum number of an array of integers. Your program should have a function with variable arguments, whose prototype is min(int num, …). num is the number of inputs. Attach your source code here, and take screenshots of its outputs.

[15 points] Task 2: Use printf and a corresponding format string to print out the following data in the correct format. Show your source code. Take screenshots of the output. 1) print out the number 56798 in decimal with width of 10 preceding with zeros; 2) print out the address of the function printf in hex with width of 8; 3) Use five different format strings with ‘%n’ to store how many charterers have printed out to a local variable, print out the value. 

[15 points] Task 3: Crash the program fs1 using the format string vulnerability. Take screenshots.

[15 points] Task 3: Read the two strings of secrets in the program fs2 using the format string vulnerability. Take screenshots.

[15 points] Task 3: Craft your shellcode to get a shell from fs3 using the format string vulnerability. Take screenshots.
