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Homework – 6


Hands-on Tasks. Do the following tasks on your computer or the provided virtual machine.

[10 points] Task 1: Compile different versions of code/aslr1 (no-pie, pie). Take screenshots of the main() disassembly. Compare the setting up of parameters of printf in different versions.

[10 points] Task 2: Follow http://docs.pwntools.com/en/stable/install.html to install pwntools on your box. Enable ASLR on your box (Take a screenshot indicating it is enabled). Replicate what the instructor did in class. Return to printfsecret using pwntools on aslr2 32-bit version.

[10 points] Task 3: Replicate what the instructor did in class. Return to printfsecret using pwntools on aslr2 64-bit version.

[7 points] Task4: Compile seccompallow and seccompdisallow. You may need to install the seccomp library (Google how to do it). Modify the way the program seccompdisallow reads the secret file to bypass the seccomp policy. You are not allowed to change anything between the #ifdef and #endif. Take screenshots of your code, results, and strace result.

[8 points] Task 5: Modify the seccomp policy (change what is between #ifdef and #endif) to stop your program in Task 4 from reading the secrect file.
