[bookmark: docs-internal-guid-6472ea29-7fff-be69-a1]CSE 610 Special Topics: System Security - Attack and Defense for Binaries
Instructor: Ziming Zhao
Homework – 11

Reading. Read the following materials.
[bookmark: docs-internal-guid-c5b1ca89-7fff-31fa-7a][ ] Reading Task 1: Read “The Geometry of Innocent Flesh on the Bone: Return-into-libc without Function Calls (on the x86)” at https://dl.acm.org/doi/pdf/10.1145/1315245.1315313?casa_token=5ykxP8baFogAAAAA:Z2d28qVyaTDDGi1NkYP6_fwH94JWuPhW4jdrHYvRDuTo4elizK-epLxzcc_OLmG2QfeG3nRveAhRpQ

Hands-on Tasks. Do the following tasks on your computer or the provided virtual machine. Get ROPgadeget from https://github.com/JonathanSalwan/ROPgadget

[15 points] Task 1: Use ROP and ret2libc to get a shell from the program ret2libc64. Take screenshots.

[15 points] Task 2: Use ROPgadget option –ropchain to generate a python script for exploit from ret2libc64static. Exploit the python script line by line, e.g. explain how each register is setup. Take screenshots.

[15 points] Task 3: Get a shell from ret2libc64static use the python script from ROPgadget --ropchain.
