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Hands-on Tasks. Do the following tasks on your computer or the provided virtual machine.

Note that fs5 is updated. Download the source code again.

[10 points] Task 1: Exploit the format string vulnerability in fs5 to overwrite the variable auth and execute printsecret. Take screenshots.

[10 points] Task 2: Exploit the format string vulnerability in fs5 to overwrite a RETURN address on the stack to execute printsecret. Take screenshots.

[25 points] Task 3: Exploit the format string vulnerability in fs5 and use ret2lic to get a shell. Take screenshots.
